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1.Which authentication methods can ClearPass use to validate user credentials? (Select two.)
A. EAP-TLS

B. PAP

C. PEAP

D. CHAP

Answer: A, C

Explanation:

ClearPass supports EAP-TLS for certificate-based authentication and PEAP for password-based
authentication over a secure tunnel. PAP and CHAP are outdated and less secure, making them
unsuitable for enterprise environments.

2.Which policy enforcement feature in ClearPass ensures that devices comply with security requirements
before accessing the network?

A. Role Mapping

B. Posture Assessment

C. Guest Access

D. MAC Caching

Answer: B

Explanation:

Posture Assessment evaluates a device’s security compliance, such as antivirus updates and firewall
settings, before granting access. Role Mapping assigns roles but does not assess compliance.

3.What is the primary function of the ClearPass Policy Manager?

A. Managing wireless access points

B. Enforcing network access policies

C. Configuring VLANs

D. Blocking unauthorized devices

Answer: B

Explanation:

ClearPass Policy Manager enforces policies based on user authentication, device posture, and
contextual information, ensuring secure network access. It does not directly manage APs or VLAN
configurations.

4. Which authentication protocol is recommended for organizations that require certificate-based
authentication?

A. EAP-TLS

B. PEAP-MSCHAPvV2

C. EAP-GTC

D. CHAP

Answer: A

Explanation:

EAP-TLS provides secure, certificate-based authentication, ensuring mutual authentication between
clients and the network. PEAP-MSCHAPV2 is password-based and less secure than EAP-TLS.
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5.Which methods does ClearPass support for guest user authentication? (Select two.)

A. Social login authentication

B. Static pre-shared keys

C. SMS/email verification

D. 802.1X authentication

Answer: A, C

Explanation:

ClearPass allows guest authentication via social logins (e.g., Google, Facebook) and SMS/email
verification. 802.1X is used for enterprise authentication, not guest access.
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