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1.A technician is configuring a SOHO device Company policy dictates that static IP addresses cannot be 
used. The company wants the server to maintain the same IP address at all times. 
Which of the following should the technician use? 
A. DHCP reservation 
B. Port forwarding 
C. DNS A record 
D. NAT 
Answer: A 
Explanation: 
The technician should use DHCP reservation to maintain the same IP address for the server at all times. 
DHCP reservation allows the server to obtain an IP address dynamically from the DHCP server, while 
ensuring that the same IP address is assigned to the server each time it requests an IP address. 
 
2.Before leaving work, a user wants to see the traffic conditions for the commute home. 
Which of the following tools can the user employ to schedule the browser to automatically launch a traffic 
website at 4:45 p.m.? 
A. taskschd.msc 
B. perfmon.msc 
C. lusrmgr.msc 
D. Eventvwr.msc 
Answer: A 
Explanation: 
The user can use the Task Scheduler (taskschd.msc) to schedule the browser to automatically launch a 
traffic website at 4:45 p.m. The Task Scheduler is a tool in Windows that allows users to schedule tasks 
to run automatically at specified times or in response to certain events. 
 
3.Which of the following must be maintained throughout the forensic evidence life cycle when dealing 
with a piece of evidence? 
A. Acceptable use 
B. Chain of custody 
C. Security policy 
D. Information management 
Answer: B 
Explanation: 
The aspect of forensic evidence life cycle that must be maintained when dealing with a piece of evidence 
is chain of custody. This is because chain of custody is the documentation of the movement of evidence 
from the time it is collected to the time it is presented in court, and it is important to maintain the integrity 
of the evidence 
 
4.A bank would like to enhance building security in order to prevent vehicles from driving into the building 
while also maintaining easy access for customers. 
Which of the following BEST addresses this need? 
A. Guards 
B. Bollards 
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C. Motion sensors 
D. Access control vestibule 
Answer: B 
Explanation: 
Bollards are the best solution to enhance building security in order to prevent vehicles from driving into 
the building while also maintaining easy access for customers4 
References: 2. Bollards. Retrieved from https://en.wikipedia.org/wiki/Bollard 
 
5.A user receives a call from someone who claims to be from the user's bank and requests information to 
ensure the user's account is safe. 
Which of the following social-engineering attacks is the user experiencing? 
A. Phishing 
B. Smishing 
C. Whaling 
D. Vishing 
Answer: D 
Explanation: 
The user is experiencing a vishing attack. Vishing stands for voice phishing and is a type of social-
engineering attack that uses phone calls or voice messages to trick users into revealing personal or 
financial information. Vishing attackers often pretend to be from legitimate organizations, such as banks, 
government agencies or service providers, and use various tactics, such as urgency, fear or reward, to 
persuade users to comply with their requests. Phishing is a type of social-engineering attack that uses 
fraudulent emails or websites to trick users into revealing personal or financial information. Phishing 
does not involve phone calls or voice messages. Smishing is a type of social-engineering attack that 
uses text messages or SMS to trick users into revealing personal or financial information. Smishing does 
not involve phone calls or voice messages. Whaling is a type of social-engineering attack that targets 
high-profile individuals, such as executives, celebrities or politicians, to trick them into revealing personal 
or financial information. Whaling does not necessarily involve phone calls or voice messages. 
References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 3.1 
 
 


