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1.A company recently transitioned to a strictly BYOD culture due to the cost of replacing lost or damaged
corporate-owned mobile devices.
Which of the following technologies would be BEST to balance the BYOD culture while also protecting the
company’s data?
A. Containerization
B. Geofencing
C. Full-disk encryption
D. Remote wipe
Answer: A
Explanation:
https://www.hexnode.com/blogs/what-is-containerization-and-why-is-it-important-for-your-business/
2.Which of the following should be put in place when negotiating with a new vendor about the timeliness
of the response to a significant outage or incident?
A. MOU
B. MTTR
C. SLA
D. NDA
Answer: C
Explanation:
Service level agreement (SLA). An SLA is an agreement between a company and a vendor that stipulates
performance expectations, such as minimum uptime and maximum downtime levels.
3.An employee has been charged with fraud and is suspected of using corporate assets.
As authorities collect evidence, and to preserve the admissibility of the evidence, which of the following
forensic techniques should be used?
A. Order of volatility
B. Data recovery
C. Chain of custody
D. Non-repudiation
Answer: C
4.The Chief Security Officer (CSO) at a major hospital wants to implement SSO to help improve in the
environment patient data, particularly at shared terminals. The Chief Risk Officer (CRO) is concerned that
training and guidance have been provided to frontline staff, and a risk analysis has not been performed.
Which of the following is the MOST likely cause of the CRO’s concerns?
A. SSO would simplify username and password management, making it easier for hackers to pass guess
accounts.
B. SSO would reduce password fatigue, but staff would still need to remember more complex passwords.
C. SSO would reduce the password complexity for frontline staff.
D. SSO would reduce the resilience and availability of system if the provider goes offline.
Answer: D
5.A website developer is working on a new e-commerce website and has asked an information security
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expert for the most appropriate way to store credit card numbers to create an easy reordering process.
Which of the following methods would BEST accomplish this goal?
A. Salting the magnetic strip information
B. Encrypting the credit card information in transit.
C. Hashing the credit card numbers upon entry.
D. Tokenizing the credit cards in the database
Answer: C
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