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1.In addition to integrating the network and endpoint components, what other component does Cortex 
integrate to speed up IoC investigations? 
A. Computer 
B. Switch 
C. Infrastructure 
D. Cloud 
Answer: D 
Explanation: 
Cortex XDR breaks the silos of traditional detection and response by natively integrating network, 
endpoint, and cloud data to stop sophisticated attacks 
 
2.Which element of the security operations process is concerned with using external functions to help 
achieve goals? 
A. interfaces 
B. business 
C. technology 
D. people 
Answer: A 
Explanation: 
The six pillars include: 
1. Business (goals and outcomes) 
2. People (who will perform the work) 
3. Interfaces (external functions to help achieve goals) 
4. Visibility (information needed to accomplish goals) 
5. Technology (capabilities needed to provide visibility and enable people) 
6. Processes (tactical steps required to execute on goals) 
 
3.Which Palo Alto Networks tools enable a proactive, prevention-based approach to network automation 
that accelerates security analysis? 
A. MineMeld 
B. AutoFocus 
C. WildFire 
D. Cortex XDR 
Answer: B 
Explanation: 
"Palo Alto Networks AutoFocus enables a proactive, prevention-based approach to network security that 
puts automation to work for security professionals. Threat intelligence from the service is made directly 
accessible in the Palo Alto Networks platform, including PAN-OS software and Panorama. AutoFocus 
speeds the security team’s existing workflows, which allows for in-depth investigation into suspicious 
activity, without additional specialized resources." 
 
4.Which Palo Alto Networks subscription service complements App-ID by enabling you to configure the 
next- generation firewall to identify and control access to websites and to protect your organization from 
websites hosting malware and phishing pages? 



The safer , easier way to help you pass any IT exams. 

3 / 3 

A. Threat Prevention 
B. DNS Security 
C. WildFire 
D. URL Filtering 
Answer: D 
Explanation: 
The URL Filtering service complements App-ID by enabling you to configure the next-generation firewall 
to identify and control access to websites and to protect your organization from websites that host 
malware and phishing pages. 
 
5.Systems that allow for accelerated incident response through the execution of standardized and 
automated playbooks that work upon inputs from security technology and other data flows are known as 
what? 
A. XDR 
B. STEP 
C. SOAR 
D. SIEM 
Answer: C 
 
 


